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TERMS OF REFERENCE
for the provision of software solutions in support of establishment of component of the video surveillance and pre-arrival information exchange system based on the automated number plate recognition technology at the Border Crossing Points: “CRIVA”, “OTACI” and “PALANCA” within the international technical assistance project “EU for Border Security”
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· ANPR/ANPRS – information system for automated number plate recognition at vehicles
· BCP – border checkpoint
· ITA – international technical assistance
· CCZ – customs control zone


INTRODUCTION AND BACKGROUND:
The selected software providers are expected to provide ANPR and CCTV software in support of the establishment of video surveillance and pre-arrival information exchange system based on the automated number plate recognition technology at the automobile border crossing points “Criva”, “Palanca” and Otaci, on the Moldovan side, for the Customs Service of the Republic of Moldova and other agencies (Border Police of the Republic of Moldova). 

The procurement of the ANPR and CCTV software is carried out within the framework of the international technical assistance project “EU for Border Security” (EU4BS), implemented by the International Organization for Migration and funded by the EU. All relevant activities and results will be under the overall supervision of the Program Coordinator. Coordination of ongoing activities will be provided by the project team and IOM consultants on implementation of the video surveillance systems.

Within the said ITA project, it’s planned to establish the technical opportunities for the Customs Service of the Republic of Moldova for automated identification of state registration plates and accounting of vehicles and trailers, which are crossing the BCPs, monitoring their motion within the BCPs with the possibility of integration into operation processes of the control agencies serving at the BCPs.

Number plates of vehicles (hereinafter referred to as vehicles) must comply with the structural and design requirements (cleanliness) in accordance with the Vienna Convention of 08.11.1968 "Convention on Road Traffic" with amendments and additions to the convention, see the European Agreement of 01.05.1971 (as amended as of March 26, 2006), (Annex 5)
[bookmark: o14][bookmark: o21][bookmark: o18][bookmark: o20]

OBJECTIVES AND SCOPE:

Objective
The main objective of the component of video surveillance and pre-arrival information exchange system at the BCP is to create technical possibilities to control movement of goods and commercial vehicles within the BCP in real time mode through:
· reading and recognizing number plates of vehicles upon entry/exit to/from BCP and during movement of vehicle within the BCP;
· photo and video recording of vehicle;
· video recording of customs formalities at CCZ of the BCP;
· structuring video analytics system in line with the preliminary scenarios of alarms at different zones of the BCP;
· minimization of “human” factor due to possibilities of the state-of-art soft-and-hardware systems, documentation of actions.
Also, the tasks of the component of video surveillance and pre-arrival information exchange system at the BCP are as follows: 
· establishment of preconditions for operative and convenient remote control of work of service personnel;
· detection and analysis of offences at the BCP in comparison with the established settings and procedures, using the corresponding video data;
· possibility to realize vehicle control during all stages of customs formalities carried out at the BCP;
· creation of the technical possibility, having communication channels and database in place, for integration with other databases and exchange with meta/analytical data; 
· extending the throughput of the BCP due to the optimization and automatization of separate processes of BCP operation;
· possibility to monitor the status of system components (video cameras, servers and switching equipment).
· flexible management of BCP video surveillance using the license management module for centralized management of license types on surveillance cameras (CCTV or ANPR)

Video flows from cameras (without changing, processing or analyzing) through switches are routed to video surveillance servers. If the channel is for automated number plate recognition, then the channel runs software of ANPR module: the key snapshots of maximum quality are automatically identified for recognition, resulting in transfer of snapshot and metadata into database. Video from the cameras are not recorded and saved. All other channels accept video flows from cameras, record videoflows into archive and if needed, process videoflow through in-built software analytics. All external connections to video surveillance system are possible under control of firewall and servers.

Scope
The planned CCTV and ANPR system will be operative at the initial stages only at the Palanca, Criva and Otaci BCPs, which are ones of the most busiest and most used border crossing points between Moldova and Ukraine.

The installation of surveillance cameras with analytical functions on the BCP perimeter will simplify the work of agencies in terms of controlling the territory, will allow for the analytical monitoring and recording inside and outside BCP perimeter during daytime and night, and whenever possible in poor light or foggy conditions. Having analytical information from surveillance cameras will greatly simplify the perception of video information.

All cameras are connected by direct cable using PoE technology to the switches. Switches that are powered from uninterrupted power supplies (supplied beyond of the scope of this tender) will allow the system to work without interruption even in case of a power supply system failure at the BCP. The location of the cameras on the facility implies that the distance from the cameras to the switches is not more than 100m, this distance can be extended up to 30% if the camera power consumption is not more than 50% of the maximum power on the designated switch channel
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CHARACTERISTICS OF THE ANPR/CCTV SYSTEMS

[bookmark: o22]General structural and technological requirements 
[bookmark: o23][bookmark: o24]The main function of the ANPR system is accurate recognition and reading of license plates from car photo images. This includes optical symbol recognition (OCR) technology for converting symbols from the plate to text data.

ANPR must provide simultaneous (or sequential) scanning of the front number plate of the vehicle (tractor/truck) and the rear number plate of the semi-trailer (trailer) when entering the territory (exiting the territory), as well as fixing the frontal view of the vehicle at any time of the day when the vehicle is located before entering the territory (exiting the territory) and other defined points of ANPR camera location, indicated in the schematic diagram.

Automatic number plate recognition (ANPR) systems have several main characteristics and features that make them effective for various applications on the checkpoint, in particular traffic management, parking and access control.
 	
Detailed structural and technological requirements
Accuracy
ANPR system is designed for high accuracy even in difficult conditions such as low lighting, bad weather or partially obstructed license plates. The accuracy of license plate recognition must be at least 96%

Real-time processing
The ability to process images in real time, allowing immediate recognition and response. This function is necessary for the following application: security monitoring and ensuring information exchanges with government authorities both in Moldova and abroad.

Adaptability
ANPR systems must be adaptive and must work with different license plate styles, fonts and languages. It is necessary to be able to configure settings to recognize license plates from different regions or countries.

Image pre-processing
Before ANPR system recognition, image pre-processing techniques must be applied to improve image quality and facilitate license plate identification. This may include noise reduction and image enhancement.

Database integration
The ANPR system must have the integration functionality with databases using a REST API Interface, containing information about registered vehicles and their owners. In the future, this will allow instant checks and automated actions based on recognized license plates.

It is necessary to implement information exchange with external services using the existing REST API, according to Annex 4

Notifications and actions
ANPR systems must be able to trigger actions based on recognized license plates, such as opening gates, logging data, informing government agencies, generating alerts, or notifying law enforcement of vehicles of interest.

Data Logging (CCTV)
ANPR systems must register recognized license plates, timestamps, and images for recording and analysis.

User interface
ANPR systems must provide a user-friendly interface that allows operators to configure parameters, view recognized data, and access historical records.

Scalability
ANPR systems must have the functionality to scale the system to accommodate more cameras and recognition tasks.
Operation of the system at the BCP
Control of movement of vehicles across the controlled areas (control of vehicles undergoing stages of customs formalities at the areas of control), namely:
· entrance to the territory;
· weighing;
· scanning;
· customs control and clearance;
· vehicle inspection in in-depth inspection zones;
· time spent on the territory;
· exit from the territory.
* control of stages is carried out by recognition of number plate of vehicle and video recording by surveillance video camera (CCTV) with possibility of search in video/photo archive.
Points and tools of control:
· cameras at the entrance to the territory of the BCP;
· cameras in the customs control zones;
· surveillance cameras on the territory and at the perimeter of the BCP;
cameras at the exit from the territory of BCP.

Privacy and Security
ANPR systems must comply with privacy regulations. Security features must also be strong to protect sensitive data from unauthorized access. 

Aspects regarding personal data protection
According to the Law No. 133/2011 regarding the protection of personal data, the consent of the subject of personal data is not required in cases where the processing is necessary for: b) fulfilling an obligation that falls to the operator according to the law;

According to the Law No. 302 of 21-12-2017 regarding the Customs Service, article 7: In order to ensure, within the limits of its powers, the economic security of the state, the Customs Service performs the following basic functions:
a) implementing the customs policy of the state through the uniform and impartial application of the customs legislation;
c) ensuring compliance with customs regulations and fiscal legislation when goods and means of transport cross the customs border;
f) performing customs control and supervision, including preventing, detecting and combating smuggling and evasion of import/export duties and other payments;

Maintenance and support
The software supplier must provide technical support (warranty) and maintenance services to ensure continued operation of ANPR systems. The provided warranty and maintanace must be provided for 1 (one) year for the ANPR software and 3 (three) years for the CCTV software.

Configuration options
ANPR systems must have configuration options that allow users to define specific recognition rules and actions based on recognized license plates.
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Integration
The ANPR system must be compatible with various hardware and software components, allowing integration with existing security, access control and surveillance systems using Rest APIs Interface.

Analytical module
This system must be able to construct analytical parametric queries. Requests can be of two types: by vehicle and general analytics on the operation of the BCP. Report parameters are described in Annex 7. All generated reports must have the ability to export files to *.xlsx format.             
              
Control point requirements
Illumination in the license plate recognition area is at least 50 lux – for TV cameras with a CCD matrix sensitivity of 0.0005 lux;


VENDOR QUALIFICATIONS:
· Registration and operation of the company for at least 7 years.
· Experience in implementing video surveillance systems with analytics and equipment supply for the corresponding systems.
· Experience working with government agencies on the supply, installation and maintenance of equipment over the past year.
· The presence of at least three service engineers with valid certificates on the company’s staff.
· Availability of authorization from the manufacturer or representative office in Moldova.
[bookmark: _Toc109637740]
Requirements for patent purity - All software and hardware used in the System must comply with the terms of license agreements and ensure patent purity.

Maintenance of the system must be within the SLA during the warranty period. Parameters of the support service must be specified in accordance with SLA policies (Annex 6). The detailed aspects regarding maintanance, according to the requirements of the Annex 6, must be presented by the provider at the selection stage.

TERMS OF DELIVERY - PROCESSING OF SERVICES
The provision of services is carried out in accordance with the schedule in the table below.
Tender participants shall provide a specified delivery and performance plan as part of their bid. 

	Nr.
	Deliverables
	Tasks
	Timeline 

	1.
	Deliverable 1.
	Installation and set-up of the CCTV and ANPR software.
	10.12.2023

	2.
	Deliverable 2.

	1. Successful launch of the CCTV and ANPR software;
2. Issuance of the Maintenance and Warranty Support Certificates;
3. Preparation of a brief final activity report (up to 5 pages).
	20.12.2023

















































ANNEXES

Annex 1: The structure scheme for the BCP Criva
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Annex 2: The structure scheme for the BCP Palanca
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Annex 3: The structure scheme for the BCP Otaci
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[bookmark: _Hlk147848072][bookmark: _Hlk147848112]Annex 4. File structure for exchanging information with external information systems.
Table 1 – Structure of the transport file name
	ID details / Transport file name
	Props format

	Unique Party ID
	3x (3-character country code)
For example, value: UKR

	Date of preparation
	YYMMDD,
where YY is year, MM is month, DD is day

	Compilation time (24-hour format)
	HHMMSS,
where HH – hour, MM – minutes, SS – seconds

	State border checkpoint identifier
	3-digit code of the state border checkpoint: XXX

	State border crossing direction identifier
	0 – leaving the country;
1 – entry into the country;



Table 2 - Notes on the content of data types in the TF
	Notes

	

	C – character data type. Spaces, punctuation marks, as well as characters from 0 to 9, including leading zeros, are allowed;
N – unsigned numeric data type. Only numbers 0 through 9 are allowed. Leading zeros are not allowed;
DT – designation of the data format of the “Date and Time” type;
Spaces are not allowed in N and DT data types.




Table 3 – Structure of the transport file “REQUEST”
	Number and name of element/structure
	Tag name
	Type
	Note
	Mandatory

	I. TF name and extension

	1.
	TF name
	file-name
	C (35)
	The file name is formed in accordance with the components from Table 1
	Yes

	2.
	TF expansion
	file-extension
	C(4)
	Standard extension
	Yes

	II. Contents of the TF (field description)

	0.
	Beginning of TF
	info
	
C(4)
start block
	Start of main block
	Yes

	1.
	TF type
	tf_type
	C(10)
	
Classifier

	Yes

	2.
	Unique TF identifier
	tf_id
	C(35)
	A unique number generated in accordance with Table 1
	Yes

	3.
	Party transferring TF
	state_id
	C(3)
	Classifier
	Yes

	4.
	Checkpoint
	bcp_id
	C (6)
	Classifier
	Yes

	5.
	Direction of crossing
	direction_id
	N (1)
	0 – departure;
1 – entry;
	Yes

	6.
	Beginning of the vehicle description block
	car_info
	C (8)

StartBlock
	The block is formed from vehicle data.
	Yes

	6.1.
	Date and time of the crossing
	car_dt
	DT(12)
	YYYYMMDDHHMM
	Yes

	6.2.
	Vehicle registration number
	car_no
	C (25)

	Vehicle registration number
	Yes

	6.3.
	ANPR zone number
	num_zone_anpr
	C (8)
	ANPR zone number
	Yes

	6.4.
	ANPR camera number
	num_cam_anpr
	C (8)
	ANPR camera number
	Yes

	6.5.
	Search interval
	time_s
	N (5)
	Search interval for video recording of a vehicle in minutes (the search is carried out in the interval car_dt +/- time_s)
	Yes

	6.6.
	End of vehicle data block
	/car_info
	C (9)

End Block
	End of vehicle data block
	Yes

	7.
	End of block
	/info
	C (5)
End block
	End of block
	Yes





Table 4 – Structure of the transport file “RETURN”
	Number and name of element/structure
	Tag name
	Type
	Note
	Mandatory
	
	
	
	
	

	I. TF name and extension
	
	
	
	
	

	1.
	TF name
	file-name
	C (35)
	The file name is formed from the unique ID of the CROSSING data with the addition of the characters "_R"
	Yes
	
	
	
	
	

	2.
	TF expansion
	file-extension
	C(4)
	Standard extension
	Yes
	
	
	
	
	

	II. Contents of the TF (field description)
	
	
	
	
	Yes

	0.
	Beginning of TF
	info
	C(4)
start block
	Start of main block
	Yes
	
	
	
	
	

	1.
	TF type
	tf_type
	C (10)
	Classifier
	Yes
	
	
	
	
	

	2.
	Unique TF identifier
	tf_id
	C (35)
	A unique number is generated
from the unique data ID of the REQUEST file, appended with R characters
	Yes
	
	
	
	
	

	3.
	Party transferring TF
	state_id
	C(3)
	Classifier
	Yes
	
	
	
	
	

	4.
	Checkpoint
	bcp_id
	C (6)
	Classifier
	Yes
	
	
	
	
	

	5.
	Unique identifier of TF type REQUEST
	file_cross_id
	C (35)
	Unique data number (file) REQUEST
	Yes
	
	
	
	
	

	6.
	Beginning of video file description block
	video_info
	C (8)

StartBlock
	The block is formed from video file search data.
	Yes
	
	
	
	
	

	6.1.
	Beginning of the incident video file description block
	video_info_inc
	C (8)

StartBlock
	The block is formed from data from incident video files.
	Yes
	
	
	
	
	

	6.2.
	Sequence number of the video file
	video_num
	N(2)
	Sequence number of the video file
	Yes
	
	
	
	
	

	6.3.
	Crossing date and time
	car_dt
	DT(12)
	YYYYMMDDHHMM
	Yes
	
	
	
	
	

	6.4.
	Crossing direction
	direction_id
	N (1)
	0 – departure;
1 – entry;
	Yes
	
	
	
	
	

	6.5.
	ANPR zone number
	num_zone_anpr
	C (8)
	ANPR zone number
	Yes
	
	
	
	
	

	6.6.
	CCTV camera number
	num_cam_video
	C (8)
	CCTV camera number
	Yes
	
	
	
	
	

	6.7.
	Video file name
	file-video-name
	C (35)
	Unique identifier of TF type REQUEST + video file number
	Yes
	
	
	
	
	

	6.8.
	Video file extension
	file-video-extension
	C(4)
	Standard extension
	Yes
	
	
	
	
	

	6.9.
	End of the description block of the incident video file
	/video_info_inc
	N(5)
	End of incident video file data block
	Yes
	
	
	
	
	

	6.10.
	End of video file description block
	/video_info
	C (9)

End Block
	End of video search data block
	Yes
	
	
	
	
	

	7.
	End of block
	/info
	C (5)
End block
	End of block
	Yes
	
	
	
	
	



Table 5. Structure of the transport file "CONFIRMATION"
	Number and name of element/structure
	Tag name
	Type
	Note
	Mandatory

	I. TF name and extension

	1.
	TF name
	file-name
	C (35)
	The file name is formed from the name of the received file with the addition of the characters "_CON"
	Yes

	2.
	TF expansion
	file-extension
	C(4)
	Standard extension
	Yes




[bookmark: o142]Annex 5 Registration number of motor vehicles and trailers in international traffic (Excerpt from Annex 2 of the Convention on Road Traffic from 08/11/1968)
[bookmark: o143][bookmark: o146]1. The registration number referred to in Articles 35 and 36 of this Convention shall be composed either of numerals or of numerals and letters. The numerals shall be Arabic numerals and the letters shall be in capital Latin characters. Other numerals or characters may, however, be used, but if so the registration number shall be repeated in Arabic numerals and in capital Latin characters. 

2. The registration number shall be so composed and displayed as to be legible in normal daylight at a distance of at least 40 m by an observer placed on the axis of the vehicle, the vehicle being stationary; Contracting Parties may, however, in respect of the vehicles they register, reduce this minimum legibility distance for motor cycles and for special categories of motor vehicle on which it would be difficult to fit registration numbers of sufficient size to be legible at 40 m. 

3. When the registration number is displayed on a special plate, this plate shall be flat and fixed in a vertical or nearly vertical position and at right angles to the vehicle's median longitudinal plane. When the number is displayed or painted on the vehicle, the surface on which it is displayed or painted shall be flat and vertical, or nearly flat and vertical, and at right angles to the vehicle's median longitudinal plane. 

4. Subject to the provisions of Article 32, paragraph 5, the plate or surface on which the registration number is displayed or painted may be of a reflecting material.


Annex 6 SLA policies
1. Definition of the service provided, the parties involved in the agreement, and the duration of the agreement.
2. Days and time/hours the service will be provided, including testing, support and upgrades.
3. The number and location of users and/or equipment using the service.
4. A description of the problem reporting process, including conditions for escalation to the next level. Report preparation time must be included.
5. Specifications of target levels of service quality, including:
· Average availability, expressed as the average number of failures during the period of service provision
· Minimum availability for each user
· Average service response time
· Maximum response time per user
6. Procedure for resolving discrepancies related to the provision of service.


Annex 7. Analytical Requests
ANPR parameters required for operating the analytical module:
1. Checkpoint;
2. ANPR camera number;
3. CCTV camera number;
4. Direction of crossing;
5. Date and time of crossing;
6. Search interval;
7. Vehicle number;
8. Vehicle type.

Typical analytical queries:
1. Search for a vehicle
a) By registration number
b) By registration number and checkpoint
c) By registration number of the vehicle, checkpoint and direction of crossing
d) Based on the average time of crossing the checkpoint for the period according to the vehicle
2. Load on the BCP
a) Number of vehicles crossing the checkpoint over a period of time
b) The average time to cross a checkpoint by a vehicle
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Предварительный план - схема размещения элементов 
модернизации пропускного пункта Отач. 



- шлагбаум
- система радиационного контроля "Янтрарь" 



- зона контроля общего пункта пропуска



- аналитическая камера
- светофор
- стойка для установки видеокамер



1 - помещение банка Moldindconbank; 
2 - административное здание;
3 - зона "Duty Free";
4 - павильон таможенного контроля;
5 - серверная.



- обзорная камера (CCTV)
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